Earn Your CCRMP Cloud Security Certification

JOBS AFTER CCRMP

Information Assurance

JOBS BEFORE CCRMP
SOC Analyst
IT Audit Manager
IT Specialist

Senior Security Analyst

Cybersecurity Risk Management Specialist

Field Service Engineer (IT Contractor) Senior Cybersecurity Specialist

Senior Global Manager, Information
Security Risk & Compliance

Senior Director, Identity and Access Management

Systems Support Technician
‘ o Cloud Security

Vulnerability Management
Lab Ill - Course 2099

Computer Security Engineer

Assoicate Data Security Analyst
Senior IT Auditor

Deliverables demonstrating mastery of the -
CCRMP CBP: Cloud Security Risk Management

Practicum Il « Course 2098
NIST RMF STEP  NIST RMF/FedRAMP Deliverables NIST RMF/FedRAMP Practicum Lab II Major com pa n ies in the

1. Categorize Categorization 199 worksheet, draft System Security

Plan (55P) system registation Cloud Security Risk Management financial and auto sectors, as
Security Controls Traceability Matrix (SCTM), draft Practicum I - Course 2097
e Information Security Continuous Monitoring (ISCM) Wel I as govern m ent

strategy, review and approve final SSP, including
identify boundaries between on-premise and
cloud-based systems (FedRAMP)

NIST RMF/FedRAMP Practicum Lab | organizations and their
contractors, employ CCRMPs.

3.Implement  Updated SSP Cloud Security Risk Management
4. Assess Security Controls Assessment Plan, Security Controls MethOdOIogy + Course 2096
Assessment Report, Plan of Action & Milestones
(POA&M)
NIST RMF/FedRAMP I
5. Authorize Risk Assessment Report (Risk Executive function),

prepare Authorization to Operate (ATO) package,
Authorization Decision/Determination Document

6. Monitor Implementation of ISCM strategy, decommissioning
documentation

NIST RMF/FedRAMP |
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