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Xenon Advisory, Xenon Partners’ advisory arm, specializes in cyber security
and developing software with security in mind. Xenon itself began as a
bootstrapped funded private equity company focused on Business-to-Business
Software as a Service (B2B SaaS), and grew through its successes to become
the well resourced private equity firm it is today.

With its expertise in software, Xenon felt the need to leverage its skill set to
not only build good products, but secure products. As part of that mission,
Xenon developed a specialized cyber security team comprised of experts
skilled in both engineering and protecting software to leverage across its
portfolio companies.

In this magazine, in hopes of helping the cyber world become a safer,

more secure environment, we seek to share our expertise and inform IT
professionals, business executives, and other relevant stakeholders regarding
the urgency and importance of cyber security today.
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“Cybersecurity is now, more than ever, a state of mind. Responsibility
lies not in one team, but throughout an entire organization.”

— Jonathan Siegel, Chairman of Xenon Partners
PAN—EF1UTAEVEP —BOBHRELLZDDDH B,
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Whether it be a new data breach or
hacking attempt, cyber security incidents
occur almost every day throughout

the globe. From Bitcoin theft, to the
unseen and unsavory costs that often
go unaccounted for when facing data
breaches, new developments are
constantly unfolding. Hackers, security
experts, risk, and technology all change
and evolve simultaneously, which
contributes to the challenge. Keeping up
to date on these breaches and ensuring
excellent cyber security remains top of
mind for organizations across the world;
it has and will continue to be pivotal to
ensure security.
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Bits & Pieces from Around the
Globe

Increasing Risk to Banking Sector
Recently, at the World Economic

Forum, leaders from around the globe
participated in a panel discussion of ways
to prevent and mitigate another financial
crisis. Japan’s central bank chief, Haruhiko
Kuroda, pointed to cyber-risks potentially
becoming the financial system’s greatest
risk in the coming years.

Cyber Risks Cause Greater Economic
Impact Than Potential Trade War,
According to Estimates

With many headlines over the past year
focused on the evolving trade barriers
and looming trade wars, trade tensions
are relatively well-known compared to
other large-impact items such as cyber-
crime. However, both trade and cyber
issues have received wide attention
from investors and companies, who
consistently point to both risks being
among their primary concerns.

According to reporting by the Center for
Strategic and International Studies as well
as McAfee, the world-wide cost of cyber
crime is just shy of $600 billion annually.
This accounts for up to a 0.7 percent loss
in global gross domestic product, or GDP
(calculated according to the International
Monetary Fund’s measuring practices).
Comparatively, the IMF estimates that the
impact of a trade war would manifestin a
reduced global GDP as well. Specifically,
the IMF calculates, the trade war would

reduce global GDP by 0.5 percent by 2020,

which can be crudely estimated at around
$450 billion.

While the impacts of the trade war
should not be understated, cyber crime,
especially given its devastating economic
impact, may deserve as much or more
attention than fear over potential trade
war damages.
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Israel Amidst A 3-Year Push To Boost It’s
Cyber Security Industry

In August, the Israeli government said it
would invest $24 million to help develop
its cyber security industry. Israel plans

to boost cybersecurity through this
investment into a 3-year program which
involves companies participating in high-
risk research and development. At the time
of the program’s announcement, Israel
was second only to the United States in
the global cybersecurity market share,
with 5% of the global market and 16%

of cyber industry investment worldwide,
according to Israeli government data.

Cyber Attack Hits France’s Altran
According to news reports, France’s Altran
Technologies, an engineering consultancy,
suffered a cyber attack on January 24th,
2019. Some of Altran’s clients include the
French utility company Engie, the U.S.
satellite operator Iridium, and Britain’s
Network Rail.

This attack, the latest in an evolving trend
of cyber disruptions targeting private
businesses, demonstrates an alarming
pattern in which both criminals and
foreign governments have aggressively
launched cyberattacks in recent years.

Us Director Of National Intelligence
Highlights Chinese & Russian Cyber
Espionage

Recently, U.S. Director of National
Intelligence, Dan Coats, testified that
China and Russia pose the greatest cyber
attack threats to the United States and
are becoming increasingly aligned. In

his January 29th, 2019 testimony to the
U.S. Congress, Coats said that China

and Russia continue to erode established
security norms and increase the risk

for regional conflicts, especially in the
Middle East and East Asia, as they seek to
expand their global influence.
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Australian Political Parties Hit By
Cyberattacks

In early February 2019, Australian

Prime Minister Scott Morrison revealed
that Australia’s main political parties
suffered a cyber-attack launched by

a sophisticated state actor. Although
which state actor or actors involved were
not identified, experts listed China or
potentially Russia as likely attackers.

Although the extent and impact of the
attacks has yet to be confirmed, this latest
cyber attack follows a string of hacking

in recent years including attacks on the
Australian government’s statistics and
weather agencies.

Google Seeks To Highlight Deceptive
Website Domains

An increasing trend in cyberattacks is
the use of fake domains that imitate

well known websites, but with slight
variations that may go unnoticed by users.
To combat this problem, which is on the
rise, Google is developing a tool allowing
Chrome to warn users when domains
appear to use subtle ways to make users
believe they are a website they are not.

Japan to Hack Home Devices to Test
Cybersecurity Flaws

Starting in mid-February 2019, the
Japanese government began an effort to
attempt to randomly break into devices
located in homes and offices in order

to better ascertain vulnerabilities. This
cybersecurity effort, conducted via the
National Institute of Information and
Communications Technology, means

the Japanese government will begin
actively hacking into devices belonging to
Japanese citizens—a first-time practice.
The Institute has promised that any data
obtained during this process will not be
leaked in any way, in order to preserve
citizens’ constitutional right to privacy.

A=A ZIVT7OHREBTAN—-KET
TE
201928 LA A—ARZUFZOR Y
M-EUYYEEEE A-XNZUTOEE
BEN. BER/N\YH—cLDYA/N\—KE
ERFIIEZRASMC Uz, ED/INy F1—
PEELTWEDFRESNTLWEARW B
FIRSIEHRE. $2WVWEO0Y7OHEEL S
WEHATWDB,

WEOHEEZESELERINTLARN
M CDEBFDHA/N—KEF, A—AKZY
FOMETPRREEANOKEE, SEFD—
BO/N\YFUTITHEVTWS,

J=JIhmsbLnwoz T MRXTS
YOBRITEN
H—N\—KEOEMERE LT, L<A5
NTWBVTTHARNERBUBRXAIVD
FERANEITFEND, BARAAVERYED
EBWEbdhiiep, 2 —f—IcKhh
< WMERANH D, ZDEIMLTWERE
LT Blcsd. T—TIiE B TY
ARNZI—HF— LAY LELIBRWEH
[c. ChromeN1—H—([CEET2Y—)L%
HHELTWD,

BEBR—LTFNARAZNYFVILTY
AN—tXx1VTF1OREETRAN
2019F2AFANS. BABFILRFES:
SORLERTZHIC. REPA 71
HBTINARIHEABNICEBALLSET DR
HEFRUTc. MIALTBUEANBRBERR
BEZBELTCEBINTWSZDH1/\—+
FaUTOEDEMIE. BABENEAE
REDBELTWSEIERICHHTERAIC/\v
#yd?é:&&%@;%%%iﬁ&@%%
EOTSANY—DIEF ZIRET DD
ZDBERBTESNIEWHREZT—F R b’c
RHEITZZERFBVWERELTWS,

Xenon Advisory Cyber Security Edition, Q2 2019



Stealing From Apple And Getting Caught
For the second time in 6 months, a
Chinese national working for Apple has
been arrested for stealing the tech giant’s
intellectual property. Apple first started
investigating employee Jizhong Chen
when a co-worker noticed him taking
pictures around the workplace. The
arrest occurred the day before Chen was
scheduled to return to China. Examining
Chen’s computer, Apple found thousands
of files deemed confidential, ranging from
manuals to schematics and diagrams of
the company'’s tech secrets.

Allegedly, Chen had applied to work for
XMoters, a Chinese company focused on
autonomous cars. The Xpeng G3, XMoters’
first electric SUV, appears very similar to
Tesla's Model 3.
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Yet Another (Sly) Bitcoin Hack
A sly attack on Electrum Bitcoin wallets
has earned an unidentified hacker or
hacking organization over $750,000. In
late December 2018, hackers managed
to display a message on Electrum wallet
applications asking users to download

a wallet update from an unauthorized
GitHub repository.

Electrum
@ElectrumWallet
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There is an ongoing phishing attack against
Electrum users. Our official website is
electrum.org Do not download Electrum from
any other source. More on the attack here:

A‘ when broadcasting transaction, error message from server ...

" EDIT: To users: when you broadcast a transaction, servers can tell
/Y you about errors with the transaction. In Electrum versions before

v‘ 3.3.3, this error is arbitrary text, and what's worse, ...

github.com

FLECTMRUM

6:57 AM - 27 Dec 2018

258 Retweets 43Lies = @ & §

Q 12 10 258 O 343

The attack began with the hackers
adding dozens of nefarious servers to the
Electrum wallet network, then answering
transactions that occurred via these
servers with an error message asking
users to download the (fake) application
update from the GitHub repository.

Users who downloaded the malicious
update were then prompted to use two-
factor authentication when they opened
their wallets. Previously, two-factor
authentication (2FA) was deployed when
sending funds and not during the onset of
the wallet’s launch. However, by exploiting
the 2FA code sent to users, the “updated”
electrum wallets then transferred funds
from the user to the attacker’s Bitcoin
address.

Hackers were exploiting the fact that
Electrum servers were permitted to create
popups featuring custom text within user
wallets. At first, the attack popups were
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error: Error sending transaction.

Security update required (2018-002 v3.4.1)

This important security update provides a fix for transaction deserialization
vulnerability and is recommend for all users.

Transactions can only be sent after applying the update. Please visit the link
below to find nstructions on how to update to Electrum 3.4.1.

https://github.com/electrum-wallet/electrum/releases/latest

We will post more detailed information in the near future. Please visit our

website for more information.

in rich-format text (see fig. 2), creating a
greater sense of authenticity. The popups
were accompanied with a clickable link
for downloading the nefarious and false
update, which enabled the attackers to
steal users’ Bitcoins. The Electrum team
first responded by updating the wallet
application so messages could no longer
be rendered in rich HTML text (see fig.3).
That said, some users continued to fall for
the trap laid out by the assailants. Despite
the popup not containing a direct link to
the nefarious update, some users still
copied and pasted the update URL.

Error
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The server returned an error when broadcasting the transaction.

Exception(‘<b>Eroor sending transaction.</b>\n<h1

style="white-space:nowrap”>Security update required (2018-002
v3.4.1)</h1>n<p> This important security update provides a fix for transaction
deserialization vulnerability and is recommended for all users. </P>\n<p>
Transactions can only be sent after applying the update. Please visit the link
below to find instructions on how to update to Electrum 3.4.1.</p<\n<p><font
color=\'blue\">https://guthub.com/electrum-project/electrum/releases/latest</f
ont><p>\n<p>We will post more detailed information in the near future. Please
visit our website for more information.<p>")
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The Hidden Cost of a Data
Breach

In 2018, the Ponemon Institute published
a study focused on unraveling the hidden
costs of data breaches. This research,
sponsored by IBM, showed that the hidden
costs that accompany data breaches --
such as reputational damage, time spent
on recovery, lost business, etc. -- continue
to become costlier year after year.

The study, conducted via interviews with
over 2000 IT, protection, and compliance
professionals from 477 companies, put
the average total cost of a data breach
at $3.86 million, representing a 6.4%
increase from the prior year. The average
cost of data breaches came out to $148
per stolen record, a 4.8% cost increase
compared to the previous year.

The research also quantified the cost of
“mega breaches”, which are breaches
resulting in anywhere between 1 million
to 50 million lost records. The estimated
total costs for mega breaches range

from $40 million to $350 million, usually
in proportion to how many records
become compromised. Oftentimes, when
estimating costs, companies focus on
easily quantifiable variables, which leave
out more difficult to quantify aspects such
as customer turnover, operational costs,
etc. In 2017, there were 16 known mega
breaches, reflecting a sharp increase
from the 9 documented mega breaches of
2013.

The largest contributor to mega breach
costs is the loss of business, which is
estimated at an average of $118 million
for breaches with 50 million records lost.
Interestingly, publicly reported costs of
many high profile mega breaches fall
short of the average reported in the study
by Ponemon. This is due to these publicly
reported costs often failing to take into
account more difficult-to-quantify factors,
such as those mentioned at the onstart of
this article.
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Key findings from the Ponemon study
also examined regional and industry
differences in data breaches. Data
breaches are most costly in the United
States (avg. $7.91 million), followed by in
the Middle East (avg. $5.31 million). The
least costly geographic areas for data
breaches are Brazil (avg. $1.24 million)
and India (avg. $1.77 million). Japan's
average cost of a data breach was
calculated to be $3.38 million.

When comparing industries, heavily
regulated industries tended to have

a higher cost in mitigating the effects

of a data breach. Industry costs were
compared on a per record basis, with the
Health Care sector costing the most at
$408 per record, followed by Financial
Services at $206 per record.

The study also highlighted factors that
decreased breach costs. The greatest
impacts on breach costs were related

to the amount of time spent containing

a breach, as well as investments in
technologies that increase response
speed. Overall, the average time to
identify a breach was 197 days while
containing breaches took an average of
69 days. If a company was able to contain
a breach in less than 30 days, this saved
the company an average of $1 million,
compared to companies who took longer

than 30 days to contain security breaches.

On the other hand, when looking at

the numbers from a cost per record
perspective, having an incident response
team reduced the average cost of a stolen
record by $14, while using an Al platform
for cybersecurity reduced costs by $8

per stolen record. Ultimately, the best
ways to reduce breach costs come down
to increasing an organization’s ability to
recognize and act on a breach quickly.
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Average Cost of a Data Breach
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TBT: TRENDS,

BREACHES, AND

Maintaining proper security measures is
more than installing antivirus software

on devices; it is a dynamic process which
requires not only in-depth knowledge

of current cyber threats and trends, but
also the education of all levels of an
organization on proper cyber security
practices. In a world where sophisticated
hackers often target people with little
understanding of computer security, a
general lack of cyber security personnel
and education within organizations makes
it easier for hackers to take advantage of
security flaws and gain access to sensitive
information.
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Emotet: Dissecting a Trojan
Horse

For companies and organizations, the
cyber security Achilles heel of today,
which will remain so for the foreseeable
future, is their personnel. 2018 was
graced with an increase in incidents
related to one particularly unforgiving
Trojan malware known as Emotet,

which focuses on exploiting this exact
vulnerability. Detecting Emotet has proven
to be rather difficult due to its highly
advanced modular and polymorphic
nature. Polymorphic malware is malware
that can change itself over time--Emotet
can make changes to itself every time it is
downloaded, therefore allowing it to more
easily evade signature-based detection
(detection based on patterns displayed by
a malware during previous known cyber
attacks).

First launched in 2014, Emotet was
originally deployed to attack German
banks and steal financial data by
intercepting network traffic. Since then,
Emotet has been intensely reworked

to target a wider and wider pool of
industries and organizations. Last year,
Emotet made a significant impact in the
U.S, causing never-to-be-recovered files,
disrupting business arrangements, and
denting reputations.

Emotet’s infiltration approach

Emotet focuses on Windows-based
systems and infiltrates them via highly
advanced phishing campaigns disguised
as seemingly harmless social approaches.
For example, Emotet tricked quite the
number of unsuspecting individuals into
clicking malware-containing holiday-
related emails, which supposedly
contained digital holiday greeting cards.

Emotet’s phishing emails usually contain
a Microsoft Word document as an

attachment or via an internet link. These
Microsoft Word files are accompanied by
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“malicious” macros, which are a series

of commands that execute a given task
automatically within a file. For security
purposes, macros are usually disabled

by default in Microsoft Word. Therefore,
hackers must find a way to manipulate the
recipients of their messages into enabling
such macros--hence the elaborate
phishing campaigns. When these macros
are enabled, they activate PowerShell
commands that download the full version
of Emotet from previously compromised

servers.

Persistence and propagation

Emotet, once executed on a new device,
aims to establish a foothold within

the system before then attempting to
propagate further and spread to other
systems. To do this, Emotet first ensures
its automatic and recurrent execution
each time a current infected user initiates
a system booting or reboot. Emotet
accomplishes this by creating scheduled
tasks and registry key entries. It will also
generate numerous files in the system’s
root directories with random generated
names that appear legitimate, stashing its
payload in storage paths situated off of
the AppData/local and AppData/roaming
directories, for example.

Once it has established its foothold,
Emotet will focus on its propagation. Its
first line of action is to collect information
on the infiltrated device and operating
system, before reporting back to its
origination servers, in order to determine
what additional malware to download
onto the compromised system. These
additional downloads usually involve
various tools, used to excavate the
system to access credentials and other
information.

Example Tools Emoted may seek to
download onto its victim’s system:

MailPassView: Used to access email
account information, such as passwords
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EEINfcY—/IN\—hE5T7)LIN=I3>D
Emoteti"¥o>vO—Kah3,

FilEEimE
EmotetidHrLWF/IN\A X ETETEah 3
EEDIVRATLARICEBEZRE, 2Ih5
ESICMDIVRATLAIIGCET D LSICEETS
N\, InzfT5HIic. Emotetld %
FTEICEREL - DNV AT LERLE
FrlFBREHIZETIC. AT V1—I/IlEh
e RVELYZANYF—T VN —%/ERK
L. SNICEDEBETERDRUETZT
SESICHBI>TWD, Ffel YRATLDIL—h
TaLIRIIT, ERICHD ZFSBERID T
FAINEBBERL. ZORAO—KRZfl %
&, AppData/local®AppData/roam-
ingF«4LZRUDAICH BN —VICR
ICBEIDTH S,

EBHANHEIISIND &, EmotetlidfEBICT A+
—hRIT2L5C%8%. EDORYIDT I3
VELT BASNETINNAREARL =T«
VOIRATLICEATRERZWNEL, HKiEY
—N\—IELIR—NI2HIIT. BAFKDIRT
LTEDTII D7 ZBMTY 7Y O—RT
EIMNEETDIDTHD, INSDBMY TV
A—RNIF@EE. 282y —ILZfBAL. REE
BHRLZOMDIBTRICT I LRI BRHIC
EHEIN D,

Emoteth @ EED IV RATF ALY v>O—
NEHHDY—=ILDF:

MailPassView : Gmail¥Microsoft
OutlookZH, AJ v —REX—=)LTZA7F
VREFDEXA—NTFTHIYRDINRAT—
REDFHIYNBRICT IV ERT BT
ICEREIN%,

17

Xenon Advisory Cyber Security Edition, Q2 2019



and logins, for email accounts with
prominent email clients, such as Gmail
and Microsoft Outlook, among others.

WebBrowserPassView: Swipes
passwords stored with everyday web
browsers like Chrome, Firefox, or Safari.

Outlook PST scraper: Scans Outlook
messages seeking names and email
addresses from the compromised user’s
Outlook account.

Other Trojans: Depending on the

victim, Emotet may seek to download a
number of other trojans. For example,
when targeting a banking institution,

it may download Dridex, IcelD, or Zeus
Panda, all which can be used to monitor
browser activity in order to gain access
to user bank account information.

Once these many downloads are
complete, Emotet will begin propagating
through first attempting to access the
user’s contact list to collect contact
information of people within the user’s
social network, such as the user’s family,
friends, work colleagues, clients, etc.
Using the user’s social media account,
Emotet will then deploy new phishing
campaigns on the user’s social media
networks targeting the user’s contacts.
This gives the phishing attack more
legitimacy when sending fraudulent
emails, which increases the likelihood of
future recipients becoming compromised.
Secondly, Emotet will employ brute force
guessing to gain access to computers
connected to the infected user’s network if
there are any. If these computers or other
machines have poor password protection,
Emotet can find an easy way into other
computers while bypassing the need to
trick a user into giving it access to the new
systems.
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Protecting Against Emotet

Because Emotet often infiltrates
organizations by compromising employee
devices, more organizations are beginning
to adopt a set of guidelines and employee
training solutions to manage the Emotet
issue. These practices, even though they
don’t wholly neutralize the Emotet threat,
have been known to significantly contain
it and similar malware. A few simple
guidelines are listed below:

+ Keep your systems and virus
protection software up-to-date
with the latest patches and system
updates.

+ Educate yourself and your team about
phishing, and avoid downloading
attachments or clicking unknown
links. If you must click on an unknown
link, think before you do so, and look
for potential abnormalities first.

+ Educate yourself and your team on
how to create strong passwords.
Using two-factor authentication is
another good best practice to boost
account security.

If you suspect you have been
compromised with the Emotet trojan, or
if you are looking for a list of technical
actions to complete, consult the

website of the United States Computer
Emergency Readiness Team (US-CERT).
US-CERT, which is operated by the US
Department of Homeland Security, has a
comprehensive profile of Emotet, including
a list of recommended actions for both
prevention and remedy of Emotet.

Emoteth SDRE

EmotetidZ< DT —A T REEDT/I\A
2EBRBAUTHEBICBAT DD, ZOMRE
ANDOHEEVT—EDHA R AV EREER
No—ZV/Z AT IEMMAIE R TNS,
INS5DTZ TR EmotetD BE %=
ELICEHLITZEDTIEEWVA, Emotet
PREOVIL V7 EELLMHTZILET
MENTWB, TRIEW<OhDfHRLESh
feAAMRZA>TH %,

BHOINYFEIRTLATYVIT— %
FRAULT YRTLETAILATEY 7
RO 7 ZBFDREICERDEDICT

5o

- T4y IV OWTESBEER LT
BROF—LZBHBELU. "ET771ILOD
FOYA—RPHSHEWIYIDT )y
VEE T, ISTEWI Yo'y D
LRI NnIERsiknwigs, 7Uvo93%
BIICED LSRR INEL B EE
95,

c - BARINRT—REERT ZHKICD
mz@ﬁﬁ%ﬁ;@@“@%—A%ﬂ%
95, 2ERFIE (2FA) ZERU.
ﬁ@yl\wt:\:JUT'f%ﬁ(Vbéut%\

HI1DDRERAETH D,
Emotetic bTL\%&/p\bnéi’w_

fz atEmotet uE@?%&fl’ﬁIE’\]Eiﬂ‘%’]a%ﬁ%
BRUTWBHEIF KBV E2—F R
I5F—L (US-CERT) OWebt 1 kx5
THELW, REETREREEICL>TE
HINTWBUS-CERTIE. Emotet® FBh
EXMEICEHAUTHEINZTEHOURNZE
. EmoteticB I 28 ENBT -5 =Ko
W3,

19

Xenon Advisory Cyber Security Edition, Q2 2019



Security Trends for 2019 and
Beyond

There is little doubt that the world of cyber
security will continue to evolve as hackers
find new ways to exploit systems and
organizations improve their security in an
ever-continuous game of cat and mouse.
Here, we elaborate on four security

trends that we expect to remain strong
throughout 2019.

1 - Security is a people’s problem:

The biggest flaw in cybersecurity is

the ability for hackers to easily exploit
people’s inexperience with safe computing
practices. This is not new, and as
discussed in regards to Emotet malware
in the previous article, people remain the
soft underbelly of organizations seeking
to defend against cyber crime. In 2019,
as was the case in 2018, the industry
will continually experience a shortage

of skilled cybersecurity professionals,
which, studies have projected, will lead
to a 3.5 million personnel deficit by 2021.
Therefore, growing the number of people
entering the field, and fostering a more
diverse talent pool, will become critical to
the cyber security industry as it seeks to
move forward and avoid the significant
expected shortages.
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Organizations will need to search for ways
to reduce personal negligence on behalf
of employees that increase risk exposure.
Educating the workforce and improving
employee personal security practices

are needed wherever possible. A good
place for organizations to begin is to start
improving access privilege management
practices by ensuring that only individuals
who need permission to access various
systems, or parts of a system, have that
access. Doing this right means periodically
reviewing and assessing who has what
privileges within a system; in other words,
to be successful, it cannot be just a one-
and-done exercise, but a continuous effort
and ongoing initiative.

2 - Data privacy as an avenue for
growth:

Organizations that consider data privacy
as an avenue for business success and
innovation will place themselves in a
position to thrive in the global and digital
economy. The rise of data protection
laws, as well as continued proliferation
of regulation in years to come, are forcing
people to think about how they manage
data in ways they have never had to
worry about before.

Managing data and curating it properly is
not about avoiding data, but about having
the right data components available in
just the right amounts and accessible to
just the right people at just the right time.
Improving data management is not just an
opportunity to comply with laws, but also
an opportunity to improve management
practices, reduce biases, and promote
more efficient use of available data.

3 - Embracing automation:
Automation is continuing to take on a
greater role within the security industry,
improving all facets of cyber defense.
Automation has shown the ability to
reduce the mean time to detection
when detecting threats and breaches,
but also helps reduce negative impact
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from the lack of personnel resources
plaguing the cyber security industry by
automating routine tasks. Solutions that
use automation to pull data from different
security products and aggregate them
into a single and easy-to-read pane, for
example, are a great help to detecting,
analyzing, and responding to malware
more rapidly.

This act of collecting and aggregating
data from a variety of sources efficiently
has been dubbed SOAR: Security
Orchestration, Automation and Response.
Not only does leveraging automation
reduce the number of tasks that need

to be performed by humans, it enables
the use and analysis of far more data
more quickly than before, which in turn
enables security teams to better protect
their systems from threats. In the end,
automation allows for three high-level
strategic advantages: faster detection and
action, optimization of scarce resources,
and an ability to perform actions the
human brain cannot, such as processing
and analyzing larger and larger swaths of
information in real-time without having to
pause for a security analyst to investigate.

4 - Securing data in the public cloud:
Another 2018 trend which is expected

to continue and thrive in 2019 is the
protection of data in the public cloud. In
recent times, organizations have realized
that the cloud is a crucial enabler of digital
transformation. This has paved the way
for both faster innovation and improved
business agility.

Given the exponential growth of
companies seeking to move data to

the cloud, cloud security is taking on a
greater importance for organizations.
Crucial to establishing a secure cloud is
understanding that security in the cloud is
a partnership between the cloud provider
and the organization storing their data

in the cloud. Security of the cloud falls to
the cloud provider; however, maintaining
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security in the cloud will often fall to the
organization using the cloud provider.
As such, the cloud provider presents the
security provider with normalized cyber
security and data-relevant telemetry
feeds, while the organization storing
their data is responsible for leveraging
that information to monitor and improve
security. This enables organizations
storing data on the cloud to avoid the
hassle of collecting all the security
relevant telemetry data, since it is
provided by the cloud provider. Instead,
organizations storing data in the cloud
can focus their resources on analyzing it to
ensure their security.
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The OPM Hack: When “Tony
Stark” Took on the U.S.A.

In 2015, The United States Office of
Personnel Management (OPM); the
agency that deals with the affairs of the
United States’ government for all civilian
federal employees, realized that it had
been hacked. Surreptitiously, millions of
SF-86 forms, which contained personnel
data for persons seeking security
clearances from the government, along
with millions of recorded fingerprints,
were stolen by an entity that has
remained unidentified to this day.

The official Congressional report on
the incident states that it is unclear
how intruders first accessed the OPM
systems. However, further investigation
successfully mapped how the attackers
proceeded once they gained entry.

A first set of hackers first probed OPM
networks in 2013. In the congressional
reports, these hackers were labeled X1.
As of 2013, this first group of hackers
was unable to gain access to particularly
sensitive data stored by the OPM.
However, X1 was able to access manuals
as well as information regarding the
computer system’s architecture. This
security incident did not go unnoticed for
long. By March 2014, the OPM became
aware that their systems had been
breached. In response, the OPM decided
to adopt a strategy that was ultimately
unsuccessful: they would first let the
hackers remain within their systems, and
monitor them, in a bid to gain counter-
intelligence data. This decision was made
under the belief that the hackers would
not be able to gain access to sensitive
data, such as large swaths of personal
information on United States employees.

However, the attacks continued and
became more advanced. Once the
OPM observed the hackers beginning
to deploy hacking tools known as
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“keyloggers”, which record keystroke
inputs when people type into a keyboard,
the OPM decided it was time to boot

the hackers from the system fearing

the keyloggers could be used to learn
database administrator passcode as users
typed them. With the increased risk of
compromising database administrator
passcodes, the OPM executed a system
reset believing the system reset would
purge the attackers from their systems.
The OPM’s approach worked, and the
hacking group referred to as X1 was
expelled from the system.

However, the OPM’s confidence in their
ability to have ridden themselves of

the assailants was misplaced. Another
attacking group, dubbed X2 in the
congressional report, which may or may
not have been working in tandem with X1,
had previously established a secondary
foothold within OPM’s systems. X2
created a backdoor in the OPM'’s systems
for later entry. They were able to do this
by stealing credentials from a government
contractor known as KeyPoint. KeyPoint
was one of two contractors working

on behalf of the OPM to help conduct
background checks and had been given
access to OPM servers. By October 2014,
X2 had succeeded in delving through

the department’s interior server where
employee records were kept. This resulted
in the over 4.2 million employees’ records
being stolen in addition to large quantities
of fingerprint data stored by the OPM.

Despite how X1, the initial group of
hackers, first gained access to the

OPM'’s network remaining uncertain, it

is significant to point out that the OPM
had previously been criticized for its poor
security management practices. It also
remains unclear whether or not groups
X1 and X2 were the same group or were
working in tandem. However, the original
information stolen by X1 would have been
very helpful to X2.
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The OPM'’s system security, as evidenced
by these attacks, was rather questionable.
Beyond that, here, once again, the

most flagrant security flaws at display
were human error and overconfidence.
Despite the initial breach, the OPM did

not rapidly overhaul and adapt their
security practices. Instead, they made
assumptions around whether or not they
had actually ridden themselves of the
hackers when they executed a first system
reboot to expel X1.

X2 was first noticed in April 2015, when
an engineer inspecting encrypted traffic
on OPM’s networks noticed that someone
had probed the OPM'’s system. He noticed
a system file named mcutill.dll on OPM’s
system infrastructure, which connected
to a website coined opmsecurity.org. The
component, mcutill.dll, looked similar to

a component that is part of the McAfee
security software suite, a software
protection suite that OPM did not use.
Furthermore, opmsecurity.org was not a
domain name that belonged to the OPM
agency.

This website was determined to be a tool
for hackers to gain access to the OPM
servers. Hidden beneath the mcutil.dll was
a malware offshoot of a malware known
as PlugX, while the opmsecurity.org
domain was being used by the hackers
as a server through which they could
send commands to the OPM systems.
The domain name was registered to

fake aliases, notably Marvel’s Iron Man
“Tony Stark” and Captain America “Steve
Rogers”.

Based on general consensus, the OPM
was likely hacked by state-sponsored
hackers working for the Chinese
government. Some of the tools and
methods used during the attack have
previously been associated with the
Chinese government. For example, the
PlugX variant has previously been seen in
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attacks against political activists in Hong
Kong and Tibet. In September 2018, John
Bolton, the acting US National Security
Advisor, cited that China was, indeed,
behind the OPM Data Breaches.

In a bid to decrease the potential for
damaging effects to individual persons
whose identities were stolen, the US
government opted to provide free credit
monitoring and ID protection services to
all who had been affected by the breach
through 2025. Total costs of the breach
to the US government, including credit
monitoring services, could reach as much
$1 billion in total. However, what may be
the most concerning is the lack of recent
news about the hack. Thus far, there has
been little indication that the stolen data

is being used.
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In the cyber security world, staying
apprised of existing vulnerabilities, and
adapting to them quickly, is crucial. From
understanding how to protect open
source code, to learning how to build an
organization that is truly resilient to cyber
threats, organizations must stay vigilant
and continually educate themselves on
the security flaws that can be exploited by
hackers. The following section conducts
detailed explorations of two different
topics in cyber security: securing open
source code and fostering more secure
human behavior. It is our hope that the
information presented will help illustrate
and guide organizations on how to take
concrete action to improve their security
moving forward.
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Securing Open Source Code
Open source components play

an increasingly central role in the
development of software worldwide.
These essential building pillars provide
developers with multiple “off-the-shelf”
possibilities when assembling their
products, and are expected to play

an increasingly important role in the
development of future applications.
Software company Synopsys’ audit group
Black Duck, which focuses on open source
security management and compliance,
conducted an audit of 1,100 plus
commercial codebases in 2017 and found
that the average open source composition
of the analyzed codebases had increased
from 36% to 57% over a period of one
year.

Despite this considerable use of and
dependence on open source code, the
software industry has shown laxity in
ensuring that open source components
always meet expected security standards.
Black Duck’s audit revealed that more
than 75% of the examined applications
had a minimum of 1 vulnerability within
their codebase, while the average
number of vulnerabilities in each
application across the entire group of
1,100 plus examined codebases was 64.
This neglect for open source software
security is often said to be caused by the
underestimation of the level of usage
that these components undergo. Another
reason attributed to this laxity is the
nature of open source susceptibilities
and the difference in addressing such
vulnerabilities compared to when
addressing security flaws in proprietary
software. In a recent survey of over 5000
IT professionals by Sonatype, another
company focused on helping developers
expedite their software development
when using open source code, researchers
found a 71 percent increase in open
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source code related breaches over the
past 5 years. As these breaches continue
to increase, and especially as high

profile breaches related to open source
vulnerabilities occur such as the Equifax
hack in 2017, organizations are starting
to focus greater attention on the potential
for vulnerabilities within the open source
components they use.

Addressing Open Source Code Safety

A significant issue of concern with the
usage of open source code is that it is
readily available for exploitation since

it is openly available to the public. The
approximation of the quality and security
of the code is another issue of worry, as
there is difficulty in establishing if the code
was properly reviewed or not. However,
supporters of open source software argue
that because it is available for review by
an entire community, it is easier to ensure
quality. The reasoning is that making the
code available to more people for review
will lead to more errors or vulnerabilities
being caught.

Despite the sound logic to this argument,
this idea has faced skepticism in recent
years, especially with the discovery of the
Heartbleed and Shellshock vulnerabilities.
The Heartbleed vulnerability affected

the OpenSSL cryptography library, while
the Shellshock bug was a series of bugs
in the Unix bash shell. Both Heartbleed
and Shellshock vulnerabilities were only
noticed years after the affected code was
released.

The glaring reality is that open source
projects have experienced exponential
growth along with their increased usage.
As aresult, there is a lot more code

to be reviewed, but not necessarily a
proportional growth in reviewers. A large
part of why open source components

are used so widely is because they

lower costs and make development
more efficient. As such, the incentives

to use open source components don’t
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necessarily also incentivize reviewing
and improving the code. Therefore, many
of the developers using open source
components are only downloading the
open source code without reviewing

the source code itself. That said, open
source code exploitation is rarely done
through unknown vulnerabilities. Rather,
it is carried out through previously
documented vulnerabilities that are
publicly available, just like the code itself
is. These known vulnerabilities are made
available to enable development teams
to do the necessary fixes to secure their
applications. The downside of this is that
hackers also follow these publications and
exploit them to their benefit.

Finding Flaws in Open Source Code
Open source components are not
subjected to the traditional application
security testing methodologies that
proprietary software uses. The reason is
not far-fetched; open source depends on a
widespread network of contributors which
each add their own work to the code.
Hence, a different approach, which allows
dependence on communities by managers
of open source projects to uncover
vulnerabilities and start fixes, is needed.

Usually, contributors, ethical hackers,
and researchers from the open source
community check the code via the
deployment of automated and manual
tools to uncover vulnerabilities.

This process is slow and onerous;
nevertheless, it yields results. When

a vulnerability is uncovered, the open
source project managers are contacted
by the contributor who has discovered
the bug. This is because the project
manager or managers are the formal
owner or owners of the code. Thus, they
are responsible for the bugs. From there,
usually the managers will report the
flaw to the MITRE Corporation, a non-
profit organization backed by the U.S.
government; other times, however, the
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managers will instead provide information
on the security flaw in their project issue
tracker or make some other form of
advisory about the flaw.

If the open source managers contact
MITRE, MITRE will assign the open

source software vulnerability a unique

ID for tracking purposes. These IDs are
maintained in a Common Vulnerabilities
and Exposure, or CVE, database. For
instance, the initial ID for the Shellshock
vulnerability was CVE-2014-6271;

this includes the year when the report
occurred followed by an assigned number.

To give managers the necessary time

to fix a reported bug but still encourage
rapid reporting of issues, the exact
details of a discovered bug will not be
immediately published. Instead, only

the affected components can be seen
publicly until MITRE can confirm the
vulnerability in addition to a 2 to 3 month
grace period granted to the affected code
managers. At the end of the 2 to 3 month
period, details about the vulnerability are
published and the flaw will then be listed
in the National Vulnerability Database
(NVD) along with an impact score. The
National Vulnerability Database is a U.S.
government repository that includes
databases of security references and
security-related software flaws. Once
vulnerability details are listed online,
companies will race to patch their systems
before hackers can take advantage of the
newfound vulnerability.

However, not all vulnerabilities are
reported to MITRE’s CVE database.

In some cases, open source project
managers who discover a vulnerability
may decide to publish it on alternate
security advisories, or just simply add it to
their project issue tracker. In instances like
these, vulnerabilities do not appear in the
he National Vulnerability Database (NVD),
as they do not receive a CVE number.

Due to the lack of uniform reporting
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practices and the range of sources where
reported vulnerabilities may be listed, it
can become quite strenuous to compile
relevant details on all open source
vulnerabilities. As a result, open source
code users risk missing out on critical
vulnerabilities while nefarious actors may
have already discovered them. To mitigate
that risk, it is best to stay up to date by
keeping an eye on as many sources of
information as possible. Although some
sources other than the CVE and NVD
repositories are privately run databases
that charge for access, such as VulnDB
which is administered by Risk Based
Security, many are free such as Linux
Security, Node Security Platform (NSP),
RubySec, and any open source component
GitHub Issue Trackers. Some of these
databases focus on specific coding
languages, which can help narrow down
which sources are best. Linux Security is
the most significant vulnerability database
related to Linux components, while the
Node Security Platform, or NSP, makes
provision of security information in Node.js
modules and NPM dependencies. RubySec
offers security resources and information
dedicated to the Ruby community.

Fixing Open Software Flaws

Addressing vulnerabilities in open source
code is entirely different from fixing

flaws in proprietary code. In the case of
proprietary code, once developers detect
a potential security flaw, those who are
responsible for the creation of the code are
responsible for the research and validation
required to perform the necessary code
fixes. However, this is often not the case
with open source vulnerabilities.

Usually, when open source components
are pulled from a repository by a
developer, they are often taken as they
are. This means that developers integrate
the open source components without
gaining an in-depth familiarity with the
code before hand. While this works well
as long as the code is functional, this
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setup also makes the developer more
reliant on open source project contributors
when an issue is exposed. The challenge
posed by this adoption of open source
components, therefore, is that software
developers must come up with fixes that
do not affect their end product, which
may not always be possible for more
interdependent code, especially when

the developers in question lack familiarity
with the open source code or the aspects
of the code that are vulnerable.

Fortunately for developers, a majority

of vulnerabilities listed in the CVE
database have at least one potential

fix listed. Similarly to the information

on vulnerabilities, information on
remediation can be distributed among
many repositories or issue trackers.

This can sometimes make figuring

out the open source community’s
recommendations difficult for security
and development teams, similarly to
how finding vulnerabilities in the first
place can become challenging due to

the widespread reporting practices
across multiple sources. Despite these
challenges, and regardless of whether or
not developers have clear fixes available
to them or not, they have multiple
options for recourse when addressing
vulnerabilities. Options range from
applying a fix directly to the specific
functionality where a vulnerability is
located, to removing the entire open
source component as a whole. Ultimately,
developers seek to apply the fix that has
the most minimal impact on the broader
functionality of their project, often making
an applied fix to the affected component
much more appealing than removing it
entirely.

As the use of open source components
in applications has continued to increase
in recent times, so, too, has the number
of newly discovered vulnerabilities which
developers must address.
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In a bid to handle this difficult task,
developers must seek new and improved
ways to prioritize vulnerabilities among
this rapidly increasing number of issues.
For example, vulnerabilities ranked
highest in terms of their CVSS scores

are obviously considered most pressing.
However, other factors should also be
considered when prioritizing a team’s plan
of attack to address a given flaw or set

of flaws. Before taking CVSS scores into
consideration, one must first deal with the
highest-impact issues that can ensure the
greatest security of the product.

Because open source components are
reusable and are customarily fashioned for
a variety of different customers and use
cases, they contain many functionalities.
As aresult a developer’s application may
only take advantage of a portion of the
overall functionalities available within an
open source component.

Developers’ prioritization of the fixing

of software vulnerabilities hinges on

the developers’ ability to ascertain

which functionalities are being used

and if unused functionalities can still
affect the application’s security. Being
capable of prioritizing vulnerabilities

can help developers focus on critical
issues that demand the most attention.
This prioritization not only improves the
security of applications, but also helps
boost engagement and cooperation from
developers by enabling them to maximize
their impact and make more meaningful
contributions to a product.

Another key step to fixing open source
security flaws is inculcating security
awareness and testing throughout the
software development process and

before an open source component is used.
Seeking to test software earlier on during
the development process to uncover

flaws before the software release is often
referred to as “shifting left”. The “shift left”
concept came about from the growing
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difficulty of speeding up the development
process without compromising the
quality of each new software release. By
incorporating software security testing
earlier on in the delivery roadmap in
addition to general functionality testing,
issues are often detected earlier by
development teams when it is quicker,
easier, and less costly to fix security
issues. The concept actually gets its name
from shifting testing “leftward” along the
software creation and delivery timeline.

Previously, “shift left” testing focused
only on software functionality testing;
however, it has expanded to include
security applications over the past
several years. Open source security is a
natural candidate to ‘shift left’ because
the information on its vulnerabilities

is publically available. This means
developers have the opportunity to
search and understand the potential
vulnerabilities of an open source
component before they decide to deploy
it. That said, even with this leftward shift,
developers should remain vigilant and
ready for newer bugs that may not come
to light until after the open source code
is already being used. A clear example of
failure to do this is demonstrated by how
Black Duck’s audit revealed that 4% of
codebases included in the audit had yet
to address the Heartbleed vulnerability,
despite it having been a full 4 years since
the vulnerability was disclosed in addition
to being a well known, high profile
vulnerability that had received a lot of
publicity.
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In Conclusion

As technology continues to advance,

and software plays an ever increasingly
crucial role in modern life, developers
will continue to rely on open source
components in application development
in order to keep up with the present day
demand to make our high-tech devices
work faster, smarter, and better. It is up
to organizations deploying open source
software to ensure such software is
used securely. If hackers’ targeting of
various software applications in recent
years is any indication, their attacks on
applications are only going to increase.
Indeed, software applications remain
easy targets if left defenseless. The open
source components which we use to
create our applications must therefore
be fortified by excellent software
vulnerability detection and repair.
Companies and other organizations must
therefore both innovatively embrace open
source components as well as adopt the
correct tools, mindset, and best practices
that enable them to operate these
components in a responsible manner.
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Becoming a High-Reliability
Organization for Cybersecurity
The human challenge in cyber security
arguably poses one of the most
significant threats in the cybersecurity
landscape today. More and more,
hackers are targeting people, not
simply technologies. A company can
possess the most high-tech information
technology infrastructure available on
the market, but without proper email
hygiene and cybersecurity training for
employees at all levels of an organization,
the company becomes vulnerable to
cybercrime. According to Inc., business
email compromise constitutes nearly half
of the approximately $1.5 billion in total
losses due to internet crime. Business
email compromise occurs when human
employees click on links in emails from
unknown senders, and can result in

the payment of thousands of dollars to

hackers by unknowing cybercrime victims.

Other forms of cybercrime targeting
humans can be waged via email,

social media, the internet, cloud-based
applications, or other means. They can
be waged by individual hackers seeking
financial gain, or by another country’s
government to protect their national
interests.

How can people help ensure better
cybersecurity? Employees should be
trained to identify cybercrime attacks.
Training humans to detect malicious email
or internet activity can go a long way, but
threat detection and response can also be
bolstered by automated tools. That said,
individual people and automation are

not enough, organizational structure and
culture as a whole is pivotal.

The Human Factor in Cyber Security: A
High-Reliability Organization Problem
The human problem in cyber security

is an example of a High Reliability
Organization, or HRO, problem. HROs are
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a type of organization that must maintain
a high level of safety for long periods of
time. HROs have a high level of risk and
complexity which makes the avoidance

of accidents a high priority to operate
error-free and avoid catastrophic failure.
Example of HROs include air traffic control
systems, nuclear propulsion vessels, and
electric power grids among others. While
cyber crime often does not have the same
immediate and visible affect that say, an
airplane crash or a nuclear accident will
have, the systemic effects can be just as
costly and devastating.

Although some cyber attacks are more
visible in their impact, because they may
cause a problem with systems on a wide
scale, other cyber attacks are more subtle.
Cyber attacks can go unnoticed for years
until, for example, a foreign country builds
the same technology another country has
due to years of intellectual property theft
through undetected cyberattacks. The
Wall Street Journal recently reported that
the U.S. Navy and its industry partners
are the target of cyber attack by hackers
based in China who have successfully
stolen national security secrets from the
U.S. military over the past several years.
In one breach, a Navy contractor involved
in the building of a secret high-tech naval
missile to be used with U.S. military
submarines was hacked. In a cyberattack
attributed to China, the secret plans for
this naval missile were stolen.

The human factors problem in
cybersecurity is analogous to the big
catastrophe problem found in HROs.
While there is often not an immediate

or visible impact in cyber, the long-term
effects are the same, if not worse. For
example, while it may not seem disastrous
or urgent to protect United States
cybersecurity because there are no visible
impacts such as a nuclear meltdown or
accident, the theft of secret plans for the
construction of a naval missile could be a
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significant liability and even cause the U.S.

to lose their global military supremacy.
Another example of a vulnerability
resulting in significant damages is the
Equifax hack which targeted the credit
reporting bureau in 2017 and the most
costly hack in corporate history. Equifax
failed to install required security patches
as directed by the U.S. Department of
Homeland Security, which meant that
hackers could easily break into the
system and query the credit monitoring
company’s servers over 9,000 times.
According to a report by the U.S. House
of Representatives Oversight Committee,
this hack, which exposed the sensitive
personal information of nearly 150 million
users, was “entirely preventable.”

HROs exist to mitigate and reduce risk
when there is an incredibly thin margin of
human error. In the next section, we'll dive
into what HROs are and why they are so
critically important to avoid disasters in
complex, high-risk enterprises.

What are the characteristics of High-
Reliability Organizations (HROs)?
High-Reliability Organizations, or HROs,
are organizations which operate by
special principles due to the fact that
their daily operations require a high level
of safety to ensure that no catastrophic
accidents occur. Risk minimization in
HROs occurs by prioritizing safety,
performance, and shared goals;
developing a culture of reliability and
safety, trial-and-error learning, and
redundancy beyond technology — such
as dependable human intervention --

to ensure that the critical needs of the
organization are met.

What are the characteristics of HROs
and how are they used to tackle complex
problems? Because serious problems
and accidents can be highly dangerous
in HROs, they enable the diagnosis

of organization reliability states and
ways to improve the functioning of the
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organization. Specific qualities developed
and strengthened in HROs include risk
minimization and assessment through
audits and problem anticipation, among
other strategies. HROs encourage a
commitment to resilience, a just culture,
and deferring to expertise when a problem
arises or decisions need to be made to
mitigate risk.

Researchers of HROs are interested

in learning how safety can be created
and maintained in these complicated
systems. Interestingly, HROs are driven
not by the absence of negatives, such as
a nuclear disaster or cyberattack, but by
the presence of positive factors and how
to create, maintain, and discuss these
positive activities which can help reduce
risk.

One example of an HRO is a military
aircraft carrier. Such carriers often have
many planes taking off in a short period
of time, as well as dynamically changing
conditions as the carrier travels around
bodies of water, and a hierarchy of
people who are tasked with ensuring the
safe operations of the carrier. All people
working on the aircraft carrier, at all levels
of work, must work together to make the
proper adjustments to ensure that the
aircraft carrier can operate safely and
fulfill its mission. All staff on the aircraft
carrier are: preoccupied with failure

and thinking about how to reduce this
possibility; understanding of the fact that
operations are complex and dynamic;
trained to think about the “big picture”
and how the carrier’s current state can
help support safety; deferent to expertise;
and committed to resilience, responding
quickly to any safety threats to ensure
continued safe operations.

HRO concepts are also applied in
aviation and nuclear power industries,
firefighting, and the oil and gas industry.

HRODMZEEIE. INSDEMHEIVR
TLTEDLSICREMZIEDHL., #HFT
BZENTEZNEZIFSELTWVWS, Bk
EWZ &lT, HROE, REEH LT 1/\—
KEZFUHETZDRATATRBRERDKX
MICL>TCTEHBL RITA T RERDE
. BIPVRVZBRATRERRY T« 75F
EIDERR. . BLEVWDAEILEL>TH
nEhns.

HROD UV EDDFIE LTERMERENZE
FoNzd, 2OLSHMEREIL. FEHET
LHOMEMNBEET D ENE L BE
RICIXERORENEUVCENLT D, £z,
BEICMEEOREIEMZT B0,
BYEBICIIRERIEDLS D, MERET
HEITILMER. H5DDBLRNILDET
T, MEREINLTEIEML. FEZ R
FTIEERIT R, EETHEEDET
BYRABREITZESDRBITNIERESR
Wo ZZ T MERED S EICIEUT D4
HMARSND, MEREOBE . KT
SHBEEERST ARICDOVWTEICEZTL
%, BENERTYITIVITHD LR
BRELTWS, MERED '£4& 8LT
ME/BEOFRRNIRZLED T R—NIED
LOICENZNEZD LS ICIFEEZITTW
%, Flc. FFIAIHZHATWVWS, 2L T M
EREORGENLAREERZHERT 20
IZ. H52%2 EOBFICRRICHIGLT
EEITZIEEZERLTWS,

HRODERIE. MiZE. [RF 7. B, BHE
SUHAREETHHEHAINTWS, <&
ETRH ANIWRTZOEBEREICEET S
EHLREEICTNT Bdic, NILAT T E
ATHHRODFREZEALTWS, EAMf
S5 T£9. EE5ZRVWTEET D) £5IC
Iz, 2hid. BEBENDURVZRS
U, FTEERRD R ZA N REERRREZEZERT S
FEHDEMBEEOREEZEBALTWVNS
Do REEANIWRT 7V RTLADERKIE,
BREBICESOTHRBABERZBATREEN
B3, EHBHROBANIAT FPHRE(ICES
TERBRBROE, EEMRARERIE.
EWEBMEZ BN TORRNEY >
RIILRZADEME EERELTWD, B2
& HROIC L > THICREBLETER,

41

Xenon Advisory Cyber Security Edition, Q2 2019



More recently, the healthcare industry

is also adopting the HRO philosophy to
deal with the complex issues related to
managing and providing health care.
Doctors are trained to “first, do no harm,”
which underscores the need for complex
structures which can be utilized to reduce
risk to patients and achieve the best
possible medical outcomes. Indeed, HRO
is a useful philosophy for health care
companies because the consequences of
a failure in the healthcare system can be
disastrous for the individuals requiring
care. The Agency for Healthcare Research
and Quality defines high reliability as “a
condition of persistent mindfulness within
an organization.” Safety is continually
prioritized at the top of the list for HROs.

How can HROs be applied to
cybersecurity?

The best example of the application

of HRO principles to cybersecurity

can be found within the U.S. military’s
cyber operations. Using an approach
borrowed from Admiral Hyman Rickover,
the “Father of the Nuclear Navy,” the
Pentagon sought to adopt protocols that
can help the military personnel avoid
mistakes and correct vulnerabilities and
anomalies before they magnify and cause
significant problems. Just as a nuclear
vessel must continually be monitored

in redundant ways to ensure the best
possible operations, the military’s cyber
infrastructure must also be fortified. The
military has achieved this, according to
the HRO philosophy, using a combination
of excellent information technology
practices, a highly cyber-aware
workforce, and a system which responds
rapidly to breaches and vulnerabilities to
avoid the theft of sensitive data that could
threaten U.S. national security. In 2009,
the U.S. Department of Defense’s cyber
operations were comprised of several
thousands of small network enclaves
which did not have the same standards.
Recognizing a need for greater unification
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and coherence in the network, the then-
secretary of Defense, Robert Gates,
established the U.S. Cyber Command. At
the U.S. Cyber Command, HRO concepts
were applied successfully to develop a
tightly-run crew of elite guardians of the
U.S. military’s network. Automated tools
can now detect anomalies and determine
the threat level of said anomalies, and
rapidly deploy a fast response in order

to prevent cyberattacks from taking hold
on the military’s servers. These days,
thanks to a combination of a highly skilled
cyber-savvy workforce and high-tech
automated security tools, an estimated
41 million scans, probes, and attacks are
monitored and addressed by the Pentagon
each month.

The key to the success of the military’s
Cyber Command is an emphasis on

the human side of cybertechnology.

As Admiral Mike Rogers has noted,
developing a culture of safety, and
ensuring that the organization is manned,
trained, and equipped with sound
operational concepts, is paramount.
Without an emphasis on the human
factors involved in cyber technology, the
U.S. military would not be as successful
in fending off rogue and malicious cyber
activity on their servers.

Key Characteristics of Cybersecurity
HROs

The military’s ability to adapt and respond
to cyber vulnerabilities is perhaps the best
example of a cybersecurity-based HRO.
What types of traits are required in an
HRO to achieve success of operations on a
consistent, day-to-day basis?

Firstly, deviations must be detected
immediately and addressed. In the
military’s cyberinfrastructure, this is
accomplished through a mix of human
monitoring and automated tools. When

a deviation is indeed detected, human
operators must work quickly to correct the
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problem before they become disastrous.
HROs prioritize and defer to expertise,
so the relevant experts must be notified
and work quickly. This means that

time is of the essence, so the decision-
making process in HROs is somewhat
decentralized. This means that individuals
who are lower-ranking are tasked with
authority decisions in order to maintain
a culture of reliability and enable fast
response to hazards.

Redundancy of manpower has also
proved essential for the U.S. military in
terms of protecting their cybersecurity
resources. For example, control and
information systems must have several
decision makers which can arrive at

the best possible solution, rather than
relying on a single mind which could be
susceptible to error. The basic principle
here is a simple one familiar to most
people — that “two heads work better
than one” — that is, many people working
together can solve a problem faster and
better than one person working alone.
The U.S. military has sought to maximize
their human resources, recognizing that
human error can be the most significant
stumbling block to high reliability, by
ensuring redundancy in the system.

A third important characteristic of
cybersecurity HROs is the prioritization
of safety, performance, and the
organization’s shared goals. This aspect
is very human-focused as it requires the
close collaboration of all members of the
cybersecurity organization in order to
enforce the organization’s mission and
goals to prevent accidents. As Admiral
Mike Rogers has stated, this prioritization
hinges on the careful development of such
an organization, down to the selection

of its individual members. This concept
crucial to HROs is borrowed from Admiral
Hyman Rickover’s careful and successful
operation of nuclear naval vessels.
Admiral Rickover personally interviewed
every member of the vessel’s crew in order
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to ensure that they would be a good fit for
the organization’s mission and goals and
would be able to fulfill the complex duties
of the HRO.

The Bottom Line

At the turn of the 21st century, the internet
was a new tool and presented enormous
global promise. However, in 2019, the
increasingly sophisticated nature of the
internet, as well as the advent of apps
and the internet of things have resulted
in an information superhighway that is
both more connected and more vulnerable
to hacks than ever before. Countries
frequently wage cyber war against

each other to obtain sensitive details
and undermine national security, and
therefore, the cyber world represents the
newest front lines of battle. Applying the
principles of HROs to cyber security can
help organizations maintain the highest
standards of cyber security and ensure

a culture of excellence and resilience, not
only mitigating the cyber attack risks but
saving their companies valuable time,
money, and resources.
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CONCLUDING
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Xenon specializes in the acquisition, operation, and development of early and mid-stage
Software as a Service (SaaS) businesses. Xenon’'s experienced team recognizes the need
to develop strong cyber security standards in our increasingly internet-powered and
interconnected world. Therefore, Xenon’s products are built with security as a foremost
priority.

With a clear lack of cyber security expertise readily available in the market today and the
growing impact of cyber crime, Xenon felt the need to help promote cyber security know-how
and spread the word in the technology and business communities through its cyber security
advisory arm.

Our team is comprised of Certified Information Systems Security Professional (CISSP)
certified professionals with both doctorates in Computer Science and master degrees in
Cyber Security. If you have any thoughts, comments, or inquiries about this magazine, please
join the conversation by contacting us at cybersecurity@xenon.io or visiting us at www.
xenon.io/cybersecurity.
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